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1. YcraHaBamBaem OC Linux c6opku CentOS

2. YcraHoBKa Putty

3. YctaHoBKa Asterisk

wget http://downloads.asterisk.org/pub/telephony/dahdi-linux-complete/dahdi-linux-complete-current.tar.gz

wget http://downloads.asterisk.org/pub/telephony/libpri/libpri-1.4-current.tar.gz

wget http://downloads.asterisk.org/pub/telephony/asterisk/asterisk-11-current.tar.gz

Ona 32 bura:

.Jconfigure && make menuselect && make && make install

Ona 64 buta:

.Jconfigure --libdir=/usr/lib64 && make menuselect && make && make install
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4. KoHdurypauuma Asterisk ana coseplueHUA 3BOHKOB MeXK4y BHYTPEHHMMU aboHeHTaMM

Y Hac oTKpbiBaeTcs dann. MNuwem cBon KOHPUIrM B camoe Hadvano daina. B moem cnyyae aTo onpegeneHune
OBYX Sip KnneHToB (TenedoHos):

[1001]
type=friend
regexten=1001
secret=1234
context=outcoling
host=dynamic
callerid="1001" <1001>
disallow=all
allow=alaw
allow=ulaw
language=ru
callgroup=1
pickupgroup=1
qualify=yes
canreinvite=yes
call-limit=4

nat=no

[1002]
type=friend
host=dynamic
insecure=invite
username=1002
secret=45678
context=outcoling
disallow=all

allow=alaw
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5. KoHpurypauusa Asterisk Ha paboTty uepes TpaHK (NpUHMMaEeM 3BOHKU C BHELLHUX
TenedoHoB)

M Hag Hawwumu sip KaneHTamum [1001] 1 [1002] nuwem cneayowmin Koa;:
[general]

register => 00000:password@sip.zadarma.com/00000

[zadarmal]

type=friend

username=00000
secret=password
fromuser=00000
fromdomain=sip.zadarma.com
host=sip.zadarma.com
nat=yes

insecure=invite
context=incoming

canreinvite=no

6. Peannsauyua pyHkuunit Asterisk

6.1 YctaHOBKa My3blKM BMECTO ryaKa.

desktop\pscp.exe D:\Jessi.wav root@ip agpec CentOS:/var/lib/asterisk/moh/mymusic
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6.2 Co3paHMe MHTEPaAKTUBHOrO (r0J1I0COBOr0) MeHHo.

n gobasnsem:
[7777]
type=friend
host=dynamic
insecure=invite
username=7777
secret=1213
context=outcoling
disallow=all

allow=alaw
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3aTMpaem BCe, YTO Aeslanu TaM pPaHee, U BMECTO 3TO MULLIEM:
[incoming]

exten => _X.,1,Goto(menu,s,1) ;ecam Ham KTO-TO 3BOHUT, TO BXOAALLUIN 3BOHOK M3 danna sip.conf noctynaet
Ha 3TOT KOHTEKCT. Mocne Yero 3BOHOK NepeaapeCcoBbIBAETCA C MOMOLLbIO PyHKLUMKN Goto Ha KOTEKCT menu

[outcoling]
exten => XXXXXXXXXXX,1,Dial(SIP/zadarma/S{EXTEN})
exten => _XXXX,1,Dial(SIP/${EXTEN},,m)

exten =>7777,1,Goto(menu,s,1) ;ecam mbl U3HYTPU NO3BOHUM Ha 3TOT HOMEP, TO Mbl CMOKEM NPOBEPUTH
paboTy Hallero ronocoBoro MeHt. bnarogapa aTol CTPOUKM HET HEOOXOAMMOCTM A5 NPOBEPKN 3BOHUTb
NMOCTOSIHHO C BHELUKMK

[menu]

exten =>s,1,Background(/var/lib/asterisk/moh/voicemail/voicemenu) ;3aecb N10BUTCA 3BOHOK U3 KOHTEKCTA
incoming n npourpbiBaeTca 3anMcaHHOe HaMu NpuBeTcTBMe. He Haao yKasbiBaTb paclumMpeHue daina,
[0CTAaTOYHO YKa3aTb camo Mma daina ¢ 3annmcaHHbIM roJ10COM

exten =>1,1,Dial(SIP/1001,,m) ;ecaun YenoBeK Haxan unopy 1, To 3BOHMM HalleMy BHYTPeHHEeMY abOHEHTKY
1002

exten =>2,1,Dial(SIP/1002,,m) ;ecnn YenoBeK Haxan unudpy 2, To 3BOHMM HalLleMy BHYTPEHHEMY aBOHEHTKY
1005

exten =>s,n,Wait(5) ;ecam 4enoBeK He HaXKan HUYETO, KAEM 5 CEKYHA U

exten => s,n,Dial(SIP/1001&SIP/1002,,m) ; Toraa 3B0OHUM cpa3y ABYM aboHeHTam
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6.3 NepeHanpasneHne 3B0OHKOB

6.4 3anucb pasrosopos

3710 npocToi obwmit npumep. Huxke byaet npuseaeT Mon KOHKpeTHbIN Dial nnah:
[incoming]

exten => _X.,1,Goto(menu,s,1)

[outcoling]

exten => X.,1,Set(fname=S{STRFTIME(S{EPOCH},,%Y%m%d%H%M)}-S{CALLERID(number)}-S{EXTEN}) ;_X.,
o3Hauyaer, YTo ana JIFOBbIX ncxoaawmx HomepoB HaYMHAET onpeaenaTca HasBaHue daina

exten => _X.,2,MixMonitor(/records/callrecords/S{fname}.wav) ; _X., o3Hauaer, yto ans JIIOEbIX ncxoaauimx
HOMEpPOB HaYMHaEeTCcs 3anucb $aiiia U COXPaHAETCA MO NyTU, KOTOPbIA Mbl cO34au B Hawem linux:
/records/callrecords/

exten => XXXXXXXXXXX,3,Dial(SIP/zadarma/S{EXTEN})
exten => XXXX,3,Dial(SIP/S{EXTEN},,t&m,)

exten =>7777,1,Goto(menu,s,1);

[menu]

exten =>s,1,Set(fname=S{STRFTIME(S{EPOCH},,%Y%m%d%H%M)}-S{CALLERID(number)}-S{EXTEN}) ;6ykBa s B
AAHHOM C/ly4yae 03HAYaEeT, YTO HET TOYHOrO ONpeaeNeHNa B KAKOM KOHKPETHOM C/lydae HayHeTcA
onpeaeneHne umeHu daina. ITa CTPOKA NPOCTO HauMHAET paboTaTh cama no cebe Kak TONbKO Bbi3biBaeTcA
3KcTeHwWeH [menu]

exten => s,2,MixMonitor(/records/callrecords/S{fname}.wav)

exten => s,3,Background(/var/lib/asterisk/moh/voicemail /voicemenu)
exten =>1,1,Dial(SIP/1001,30,m&t)

exten => 2,1,Dial(SIP/1002,30,m&t)

exten => s,4,Wait(5)

exten => s,5,Dial(SIP/1001&SIP/1002,30,t&m)
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Ypanaem oTTyAa BCe, M NULEM TO, YTO Npegsarato a:

# smb.conf is the main Samba configuration file. You find a full commented

# version at /usr/share/doc/packages/samba/examples/smb.conf.SUSE if the
# samba-doc package is installed.

# Date: 2008-06-06

[global]

workgroup = WORKGROUP

server string = Samba Mega Server %v

hosts allow = ALL

log file = /var/log/samba/%m.log
# max 50KB per log file, then rotate

max log size = 1024

security = share
#encrypt passwords = yes

socket options = TCP_NODELAY SO_SNDBUF=8192 SO_RCVBUF=8192 IPTOS_LOWDELAY

local master = yes
os level = 255

preferred master = yes

unix charset = utf8
dos charset = cp1251

display charset = cp1251

[share]
comment = records
path = /records #3aecb yka3biBaeTcs nanka, KOTOPYHO Mbl pacllapmMBaem

browseable = yes
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writable = yes

guest ok = yes #n03BonAeT NOAKNOYATLCA K NaNKe KOMy yrogHo, 6e3 ayTeHTudmKaumm

6.5 MpocToit aBTOOTBETUUK

h) Tenepb HacTpoem Dial nnaH B dpaine extensions.conf. 3aTpaem Bce To, YTO Mbl MUCANIM PaHee M NULLEM
TaK:

[incoming]

exten => X.,1,Goto(menu,s,1)

[outcoling]

exten => _X.,1,Set(fname=S{STRFTIME(S{EPOCH},,%Y%m%d%H%M)}-S{CALLERID(number)}-S{EXTEN})
exten => _X.,2,MixMonitor(/records/callrecords/S{fname}.wav,b)

exten => XXXXXXXXXXX,3,Dial(SIP/zadarma/S{EXTEN})

exten => XXXX,3,Dial(SIP/S{EXTEN}, t&m,)

exten =>7777,3,Goto(menu,s,1,t&m)

[menu]

exten =>s,1,Set(fname=S{STRFTIME(S{EPOCH},,%Y%m%d%H%M)}-S{CALLERID(number)}-S{EXTEN})
exten => s,2,MixMonitor(/records/callrecords/S{fname}.wav)

exten => s,3,Background(/var/lib/asterisk/moh/voicemail/voicemenu)

exten =>1,1,Dial(SIP/1001,30,m&t)

exten => 1,2,Goto(autoanswer,s,1) ;Ecan 1001 He oTBETUA UAK COPOCKA BbI3OB, MEPEHaNpPaBAAem Ha
aBTOOTBETYMK

exten => 2,1,Dial(SIP/1002,30,m&t)

exten => 2,2 ,Goto(autoanswer,s,1) ;Ecan 1002 He oTBETUA UAK COPOCKA BbI3OB, NMEPEHanpaBAdem Ha
ABTOOTBETYUK

exten => s,4,Wait(5)

exten =>s,5,Dial(SIP/1001&SIP/1002,30,t&m) ;ecnu B TeyeHumn 30 cekyHa H1 1001 H1 1002 He OTBETUAKN UK
cbpocmaun BbI30B, TO BbI3bIBAETCA KOHTEKCT autoanswer (aBTOOTBETUMK)

exten => s,6,Goto(autoanswer,s,1)
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[autoanswer]

exten =>s,1,Background(/var/lib/asterisk/moh/voicebox/Ha3BaHne Hawero ¢alina npusercTema 6e3
pacLIMpeHns) ;NPoMrpbiBaeTCA Halle 3anMcaHHoe npueBeTcTene. Mo Bce 3aHATbI

exten =>s,2,Set(fname=S{STRFTIME(S{EPOCH},,%Y%m%d%H%M)}-S{CALLERID(number)}-S{EXTEN}) ;3aecb
BbINOJIHAETCA OnpeaeseHne uMeHun ¢paina, B KOTopoe byAeT 3anmcaH rooc YyBaKka, OCTaBAAIOLLIErO
cooblleHne Ha aBTOOTBETUYMK

exten =>s,3,Record(/records/voicemail/S{fnrame}.wav,0,15,X) ;tenepb 3anucbiBaetca cam dai. Mpu Havane

BbIMOJIHEHUA 3TOM CTPOYKM, YyBaK Ha TOM KOHLLE CAbILINT 6UKG.

exten =>s,4,Hangup

6.6 YnyuweHune paboTbl aBTOOTBETYMKA M 3aNUCU 3BOHKOB

OTKpblBaeTca pegaktop nano. Muwem Tyaa Koa:

<?php

Sfile_list = glob("*.wav");

Safl="";
$q[l="aHBapa";
$q[l="despansa";
Sq[]="mapra";

Sq[]="anpena";

Sq[]="man";
Sq[l="nonn";
Sq[]="niona";

Sq[]="aBrycra";

Sq[]="ceHTabpa";

Sq[]="oKkTabpa";
Sq[l="Hoabpa";
Sq[]="pnekabpa";

Sdlina=count($file_list);
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echo "Konnyectso dainos = ".Sdlina."<br>";
>
<form name="test" method="post" action="index.php">

BeeauTe rog mecay, uncno, Hanpumep (20110228)<input name="date" type="text" value="<?php echo
S_POST['date']; ?>"size="10">

<input type="submit" value="OTtnpasutb">
</form>

<?php

if ($_POST['date']<>"") {
Sday=substr(S_POST['date'], 6, 2);
Smonth=substr(S_POST['date'], 4, 2);
Syear=substr(S_POST['date'], 0, 4);

echo "3BoHKuM 3anucaHHble ".Sday." ".Sq[Smonth]." ".Syear."<br>";
Sdatelist=5_POST['date'];

echo "<pre>";

for (Si=0;Si<=count(Sfile_list);Si++)

{

Sday=substr(Sfile_list[Si], 6, 2);
Smonth=substr(Sfile_list[Si], 4, 2);
Syear=substr(Sfile_list[Si], O, 4);
Stime=substr(Sfile_list[Si], 8, 4);
Snapravlenie=substr($file_list[Si], 13, 20);

Stimeqg=5time[0]."".Stime[1].":".Stime[2]."".Stime[3];

Sstring=substr(Sfile_list[Si], O, strlen(Sdatelist));

if (Sstring==Sdatelist) echo "<a href=".5file_list[Si].">".Sday." ".Sq[Smonth]." ".Syear." 8 ".Stimeq."
".Snapravlenie."</a>\n";
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}

echo "</pre>";

}

?>

MONHbBIN 3KCTEHLIEH B MOEM C/y4ae BbIrAANUT cneayowmm obpasom:
[incoming]

exten => _X.,1,Goto(menu,s,1)

[outcoling]

exten => _X.,1,Set(fname=${STRFTIME(${EPOCH},,%Y%m%d%H%M)}-${CALLERID(number)}-${EXTEN})
exten => _X.,2,MixMonitor(/var/www/html/callrecords/S${fname}.wav,b)

exten => XXXXXXXXXXX,3,Dial(SIP/zadarma/S{EXTEN})

exten => XXXX,3,Dial(SIP/S{EXTEN},,t&m,)

exten =>7777,3,Goto(menu,s,1,t&m)

exten =>9999,3,Goto(autoanswer,s,1,t&m)

[menu]

exten =>s,1,Set(fname=S{STRFTIME(S{EPOCH},,%Y%m%d%H%M)}-S{CALLERID(number)}-S{EXTEN})
exten =>s,2,MixMonitor(/var/www/html/callrecords/S{fnrame}.wav)

exten => s,3,Background(/var/lib/asterisk/moh/voicemail/voicemenu)

exten =>1,1,Dial(SIP/1001,30,m&t)

exten =>1,2,Goto(autoanswer,s,1)

exten => 2,1,Dial(SIP/1002,30,m&t)

exten => 2,2,Goto(autoanswer,s,1)

exten => s,4,Wait(5)

exten =>s,5,Dial(SIP/1001&SIP/1002,30,t&m)

exten => s,6,Goto(autoanswer,s,1)
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[autoanswer]

exten =>s,1,Background(/var/lib/asterisk/moh/voicebox/busy)

exten =>s,2,Set(fname=S{STRFTIME(S{EPOCH},,%Y%m%d%H%M)}-S{CALLERID(number)}-S{EXTEN})
exten =>s,3,Record(/var/www/html/voicemail/${fname}.wav,0,15,X)

exten =>s,4,Hangup

6.7 YcTaHOBKA CUCTEMDI npocMoTpa CTaTUCTUKUN 3BOHKOB

n nuwem Tyaa BOT 3TOT KOA:

<?php
Sdblocation = "localhost";
Sdbname = "test";
Sdbuser = "root";

Sdbpasswd = "Bal naposib KOTOPbIN Bbl NOCTaBUAM Ha cepsep MySQL";

Sdbcnx = @mysql_connect(Sdblocation, Sdbuser, Sdbpasswd);
if (1Sdbcnx){
echo "<p>K coxkaneHuto, He gocTyneH cepsep mySQL</p>";
exit();
}
if (l@mysql_select_db(Sdbname,Sdbcnx)){
echo "<p>K coxaneHunio, He AocTynHa 6a3a AaHHbIX</p>";
exit();
}
Sver = mysql_query("SELECT VERSION()");
if(!Sver){
echo "<p>OwwunbKa B 3anpoce</p>";

exit();
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}
echo mysql_result(Sver, 0);
>

B) Co3aaem B 6a3e “asterisk” Tabaunuy “cdr”, BOT € TakoM CTpyKTypomn

mysql> use asterisk;

mysql> CREATE TABLE “cdr (
‘id" int(11) unsigned NOT NULL auto_increment,
“calldate” datetime NOT NULL default '0000-00-00 00:00:00',
“clid” varchar(80) NOT NULL default ",
“src’ varchar(80) NOT NULL default ",
“dst’ varchar(80) NOT NULL default ",
‘dcontext” varchar(80) NOT NULL default ",
‘channel varchar(80) NOT NULL default ",
“dstchannel” varchar(80) NOT NULL default ",
“lastapp” varchar(80) NOT NULL default ",
“lastdata” varchar(80) NOT NULL default ",
“duration” int(11) NOT NULL default '0',
“billsec” int(11) NOT NULL default '0',
“disposition” varchar(45) NOT NULL default ",
‘amaflags’ int(11) NOT NULL default '0',
‘accountcode” varchar(20) NOT NULL default ",
‘uniqueid” varchar(32) NOT NULL default ",
‘userfield” varchar(255) NOT NULL default ",
PRIMARY KEY (‘id"),
KEY “calldate’ (‘calldate’),
KEY “accountcode” (‘accountcode’),
KEY “uniqueid” (‘uniqueid’),
KEY “dst’ (‘dst)),
KEY “src’ (src’)

) ENGINE=InnoDB AUTO_INCREMENT=1 DEFAULT CHARSET=latin1;
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r) Tenepb gaem goctyn gas nonb3oBaTtens “asterisk_user” ¢ naponem “Some_Pass_Aster01? K 6a3e “asterisk”
TONbKO C NOKANXocCTa.

mysql> grant all on asterisk.* to 'asterisk_user'@'localhost' identified by 'Some_Pass_Aster01';

mysql> flush privileges;
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n BMecTo 3anucu [global] KoTopas Tam ecTb (BMecTo Heé) nuwwem:
[global]

hostname=localhost

dbname=asterisk

table=cdr

password=Some_Pass_Aster01

user=asterisk_user

sock=/var/lib/mysql/mysql.sock

5. Tenepb ocTanocb NpUKpYTUTbL Web nHTepdeiic, KoTopblii u 6yaeT BbIBOAUTb AaHHble u3 6a3bl MySQL.

N 3MeHsiem Tam nocneanHuii pasaen share definitions Ha:

[share]

comment = share
path = /var
browseable = yes
writable = yes

guest ok = yes

read only = no
directory mask = 0777

force create mode = 0777

Tam Bmecto

Sdb_type = 'mysql’;
Sdb_host = 'localhost’;
Sdb_port ='3306";
Sdb_user = 'cdrasterisk'’;
Sdb_pass = 'astcdr123’;
Sdb_name = 'cdrasterisk’;

Sdb_table_name = 'cdr’;
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nponucbiBaem
Sdb_type = 'mysql’;

Sdb_host = 'localhost’;

Sdb_port ='3306";

Sdb_user = 'asterisk_user";
Sdb_pass = 'Some_Pass_Aster01';
Sdb_name = 'asterisk’;
Sdb_table_name = 'cdr’;

Sdb_options = array();

6.8 YcoBepLueHCTBYEM ro/10COBYI0 NouTy. F0/10cOBaA NouTa Ha KaxKAabl TenedoH ¢ oTnpaBKon
yBegomneHusa no e-mail.

B cambll KoHel, paiina gobasnsem cneayroume CTPOYKM:

smtp_sasl_auth_enable = yes

smtp_sasl_password_maps = hash:/etc/postfix/mailpasswd
smtp_sasl_security_options = noanonymous

smtp_sasl_type = cyrus

smtp_sasl_mechanism_filter = login
smtp_sender_dependent_authentification = yes
sender_dependent_relayhost_maps = hash:/etc/postfix/sender_relay
sender_canonical_maps = hash:/etc/postfix/canonical

smtp_generic_maps = hash:/etc/postfix/generic
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B MoeM KOHKpETHOM c/ly4ae 3TO BbIrNAAMUT TaK:
[1001]

type=friend

host=dynamic

insecure=invite

username=1001

secret=1234

context=outcoling

disallow=all

allow=alaw

mailbox=1001@default ;3To FO/IOCOBOW MOYTOBbLIN ALK Kyaa byaeT 3anucbiBaTbCA roa0C

language=en

[1002]

type=friend

host=dynamic

insecure=invite

username=1002

secret=45678

context=outcoling

disallow=all

allow=alaw

mailbox=1002@default ;aTo FO/IOCOBOI MOYTOBbIN ALLMK Kyaa 6yaeT 3anucbiBaTbCA roa0C

language=en
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TaK e 3apernctpmpyem ewe oHOro sip KameHTta. Ero HasHayeHme cTaHeT ACHO NO3XKe:
[700]

type=friend

host=dynamic

insecure=invite

username=700

secret=5555

context=outcoling

disallow=all

allow=alaw

B moeM KOHKpeTHOM c/iydae, Becb daiin extention.conf 6yaet Bbirnagets cneayowmini obpasom (aobasseHsbl
T€ CTPOKM, Y KOTOPbIX €CTb KOMMEHTaPUI):

[incoming]

exten => _X.,1,Goto(menu,s,1)

[outcoling]

exten => _X.,1,Set(fname=${STRFTIME(${EPOCH},,%Y%m%d%H%M)}-${CALLERID(number)}-${EXTEN})
exten => _X.,2,MixMonitor(/var/www/html/callrecords/S{fname}.wav,b)

exten => XXXXXXXXXXX,3,Dial(SIP/zadarma/S{EXTEN})

exten => _XXXX,3,Dial(SIP/S{EXTEN},,t&m,)

exten =>7777,3,Goto(menu,s,1,t&m)

exten =>9999,3,Goto(autoanswer,s,1,t&m)

exten =>700,1,VoiceMailMain() ;3aecb ecivm no3BoHUTb Ha Homep 700 Mbl CMO>KEM NPOC/YLLIaTb CBOKO
ro/1I0COBYIO NOYTY

[menu]

exten =>s,1,Set(fname=S{STRFTIME(S{EPOCH},,%Y%m%d%H%M)}-S{CALLERID(number)}-S{EXTEN})
exten =>s,2,MixMonitor(/var/www/html/callrecords/S{fnrame}.wav)

exten => s,3,Background(/var/lib/asterisk/moh/voicemail /voicemenu)

exten =>1,1,Dial(SIP/1001,30,m&t)
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exten =>1,2,Voicemail(1001 @default) ;3aecb pabotaet Tak: ecau SIP/1001 He oTBeTUA B Te4yeHUU 30 ceKyHA,
nnmn cépocunn 3BOHOK, NONAZAEM Ha ero IMYHbIN aBTooTBeTYMK 1001 @default

exten =>2,1,Dial(SIP/1002,30,m&t)

exten => 2,2,Voicemail(1002@default) ;3aecb pabotaet Tak: ecau SIP/1002 He oTBeTUA B Te4eHUn 30 CeKyHA,
MM co6pocun 3BOHOK, NOMaZAaeM Ha ero MYHbIM aBTooTBeTYMK 1002 @ default

exten => s,4,Wait(5)
exten => s,5,Dial(SIP/1001&SIP/1002,30,t&m)

exten => s,6,Goto(autoanswer,s,1)

[autoanswer]

exten =>s,1,Background(/var/lib/asterisk/moh/autoanswer/busy)

exten =>s,2,Set(fname=S{STRFTIME(S{EPOCH},,%Y%mM%d%H%M)}-S{CALLERID(number)}-S{EXTEN})
exten =>s,3,Record(/var/www/html/voicemail/${fname}.wav,0,15,X)

exten =>s,4,Hangup

4. Tenepb HacTpoum ¢ainn voicemail.conf

Bbiwe 6bin npueegeH WwabnoH. A BOT Kak 37O BbIrNAANUT B MOEM KOHKPETHOM Cny4yae:

[default]

1001 => 123, Mikhail, maycal593 @gmail.com

1002 => 456, Alexander, darkmaycal@gmail.com

8) CKayaem NaKeT pycCKOM IOKaNM3aLmm, Hanucas:

wget http://downloads.asterisk.org/pub/telephony/sounds/asterisk-core-sounds-ru-alaw-current.tar.gz

r) Pacnakyem cKayeHHbIl NakeT:

tar xfz asterisk-core-sounds-ru-alaw-current.tar.gz
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6.9 MNepexsat 3BOHKOB. Pickup

7. Ycnnnsaem 6e3onacHocTb Asterisk. 17 waros KoTopble COXpaHAT Bawu aeHbru.

7.1 Mensaem SIP nopt
7.2 3anpelwaem yyxKakam SIP nogknitoueHune

MoKkaxky Ha npumepe [1001]. Y MeHs 3TO BbIrNAAUT TaK:
[1001]
deny=0.0.0.0/0.0.0.0
permit=192.168.0.1/24
type=friend
host=dynamic
insecure=invite
username=1001
secret=1234
context=outcoling
disallow=all
allow=alaw
mailbox=1001@default
language=ru

allowguest=no

7.3 3awuwaem cepsep oT nepebopa no Homepam

7.4 YctaHaBnuBaem 6onee cuibHble Naponu ANA Sip-KNUEHTOB.
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7.5 3anpewaem mexayHapoaHble Bbi30Bbl Ha ypoBHe Dial nnaHa

B KoHew, KoHTeKcTa [outcoling] aobaBmum cheayolime CTPOKU:
exten => _7810X.,1,System(echo «To» S{EXTEN} «Ext» S{CALLERID(num)} | mail -s «8-10 ALARM»
test@gmail.com);

exten => _7810X.,n,Hangup()

7.6 HactpoiiKa BcTtpoeHHoro ¢aepsoana iptables.

3aMeHAeM Ha:
-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -p icmp -j DROP

-A INPUT -i lo -j ACCEPT

-A INPUT -5 192.168.0.0/24 -p tcp -m state --state NEW -m multiport --dports 137,138,139,445 -j ACCEPT
-A INPUT -5 192.168.0.0/24 -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT

-A INPUT -5 192.168.0.0/24 -p tcp -m state --state NEW -m tcp --dport 80 -j ACCEPT

-A INPUT -5 192.168.0.0/24 -p udp -m state --state NEW -m udp --dport 3348 -j ACCEPT

-A INPUT -p udp -m state --state NEW -m udp --dport 10000:20000 -j ACCEPT

-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

7.7 UameHaem nopt SSH, 3anpelwiaem nonb3oBaTe o NOMMHUTLCA KaK root uepes ssh, pobasnaem HoBoro
nonb3oBaTtens

7.8 Bbikntouaem Apache n3 aBtosarpyskum u meHaem ero nopr

© HukoHopos M.HO, 2014 24



7.9 OTKAOYAEeM HeHYXHble MoAY/N U NPOTOKObI Asterisk

“ B 3TOT Baiin NponucbiBaem caeaytouee:
noload => chan_jingle.so

noload => chan_skinny.so

noload => chan_iax2.so

noload => chan_console.so

noload => chan_mgcp.so

noload => chan_gtalk.so

7.10 U3meHum nopT ynpasaeHus Acrepuckom (AMI)

7.11 Hactpamsaem cuctemy fail2ban

NTaK, nogKkto4aem penosnTopuii:

rpm -Uvh http://dl.fedoraproject.org/pub/epel/6/x86_64/epel-release-6-8.noarch.rpm

Hangem 1 3ameHum cekumto [ssh-iptables] Ha cneaytowmin ko,

[ssh-iptables]
enabled =true
filter = sshd

action =iptables[name=SSH, port=1265, protocol=tcp]

sendmail-whois[name=SSH, dest=test@gmail.com, sender=Fail2Ban]

logpath = /var/log/secure

maxretry =3
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2) Hapg cekuumeit [ssh-iptables] BctaBum cneayrowmin koa:

[asterisk-iptables]

enabled = true

filter = asterisk

action =iptables-allportsi[name=ASTERISK, port=3348, protocol=udp]
sendmail-whois[name=ASTERISK, dest=test@gmail.com, sender=Fail2Ban]

logpath = /var/log/asterisk/messages

maxretry =3

bantime =90

Bce oTTyAa yaanum u BCTaBum cnegytoulee:
# Fail2Ban configuration file

#

#

# SRevision: 251 $

#

[INCLUDES]

# Read common prefixes. If any customizations available -- read them from
# common.local

before = common.conf

[Definition]

# daemon = asterisk

# Option: failregex
# Notes.: regex to match the password failures messages in the logfile. The
H host must be matched by a group named "host". The tag "<HOST>" can

H be used for standard IP/hostname matching and is only an alias for
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# (?:::f{4,6}:)?(?P<host>\S+)
# Values: TEXT
#

# Asterisk 1.8 uses Host:Port format which is reflected here

failregex = NOTICE.* .*: Registration from '.*' failed for '<HOST>:.*' - Wrong password
NOTICE.* .*: Registration from '.*' failed for '<HOST>:.*' - No matching peer found
NOTICE.* .*: Registration from '.*' failed for '<HOST>:.*' - No matching peer found
NOTICE.* .*: Registration from '.*' failed for '<HOST>:.*' - Username/auth name mismatch
NOTICE.* .*: Registration from '.*' failed for '<HOST>:.*' - Device does not match ACL
NOTICE.* .*: Registration from '.*' failed for '<HOST>:.*' - Peer is not supposed to register
NOTICE.* .*: Registration from '.*' failed for '<HOST>:.*' - ACL error (permit/deny)
NOTICE.* .*: Registration from '.*' failed for '<HOST>:.*' - Device does not match ACL
NOTICE.* .*: Registration from "\".*\".*' failed for '<HOST>:.*' - No matching peer found
NOTICE.* .*: Registration from '\".*\".*' failed for '<HOST>:.*' - Wrong password
NOTICE.* <HOST> failed to authenticate as '.*'S
NOTICE.* .*: No registration for peer '.*' \(from <HOST>\)
NOTICE.* .*: Host <HOST> failed MD5 authentication for '.*' (.*)
NOTICE.* .*: Failed to authenticate user .*@<HOST>.*
NOTICE.* .*: <HOST> failed to authenticate as '.*'
NOTICE.* .*: <HOST> tried to authenticate with nonexistent user '.*'

VERBOSE.*SIP/<HOST>-.*Received incoming SIP connection from unknown peer

# Option: ignoreregex

# Notes.: regex to ignore. If this regex matches, the line is ignored.
# Values: TEXT

#

ignoreregex =
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Y MeHA 3TO BbIFNAAUT TakK:

[general]

dateformat=%F %T

[logfiles]

security => security

7.12 3awumTa ot DOS arak.

2) nocne CTPOYKM:

-A INPUT -i lo -j ACCEPT

[06aBMM 2 HOBbIX 3aMuCu:

-A INPUT -p tcp -m multiport --dports 1265,7623,3348,137,138,139,445 -m recent --set --name dos-attack

-A INPUT -p tcp -m multiport --dports 1265,7623,3348,137,138,139,445 -m recent --update --seconds 2 --
hitcount 20 --name dos-attack -j DROP

7.13 YayyweHue 3awmtbl ot DOS aTtak

Haligem cTpoky

-A INPUT -p tcp -m multiport --dports 1265,7623,3348,137,138,139,445 -m recent --update --seconds 2 --
hitcount 20 --name dos-attack -j DROP

M 3aMeHUM eé Ha

-A INPUT -p tcp -m multiport --dports 1265,7623,3348,137,138,139,445 -m recent --update --seconds 2 --
hitcount 20 --name dos-attack -j LOG --log-level INFO --log-prefix "SIP flood detected: "

TakK e, nocne 3Tol CTPOKU BCTaBMM caeaytolme 2 CTPOKMU:
-A INPUT -p udp --dport 3348 -m recent --set --name dos-attack

-A INPUT -p udp --dport 3348 -m recent --update --seconds 2 --hitcount 20 --name dos-attack -j LOG --log-
level INFO --log-prefix "SIP flood detected: "

© HukoHopos M.HO, 2014 28



Becb KOHOMr iptables y meHA BbIrnAAnT Tak:

# Generated by iptables-save v1.4.7 on Sun Nov 17 20:29:31 2013

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [6781:1108542]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -p icmp -j DROP

-A INPUT -i lo -j ACCEPT

-A INPUT -p tcp -m multiport --dports 1265,7623,3348,137,138,139,445 -m recent --set --name dos-attack

-A INPUT -p tcp -m multiport --dports 1265,7623,3348,137,138,139,445 -m recent --update --seconds 2 --
hitcount 20 --name dos-attack -j LOG --log-level INFO --log-prefix "SIP flood detected: "

-A INPUT -p udp --dport 3348 -m recent --set --name dos-attack

-A INPUT -p udp --dport 3348 -m recent --update --seconds 2 --hitcount 20 --name dos-attack -j LOG --log-
level INFO --log-prefix "SIP flood detected: "

-A INPUT -5 192.168.0.0/24 -p tcp -m state --state NEW -m multiport --dports 137,138,139,445 -j ACCEPT
-A INPUT -5 192.168.0.0/24 -p tcp -m state --state NEW -m tcp --dport 1265 -j ACCEPT

-A INPUT -5 192.168.0.0/24 -p tcp -m state --state NEW -m tcp --dport 7623 -j ACCEPT

-A INPUT -5 192.168.0.0/24 -p udp -m state --state NEW -m udp --dport 3348 -j ACCEPT

-A INPUT -p udp -m state --state NEW -m udp --dport 10000:20000 -j ACCEPT

-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

# Completed on Sun Nov 17 20:29:31 2013
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B aTOT daiin BcTaBasem cneaytollee CoaepKumoe:
# Fail2Ban configuration file

#

#

# SRevision: 251 $

#

[INCLUDES]

# Read common prefixes. If any customizations available -- read them from
# common.local

before = common.conf

[Definition]

# daemon = asterisk

# Option: failregex

# Notes.: regex to match the password failures messages in the logfile. The

# host must be matched by a group named "host". The tag "<HOST>" can
# be used for standard IP/hostname matching and is only an alias for

# (?:::{4,6}:)?(?P<host>\S+)

# Values: TEXT

#

# Asterisk 1.8 uses Host:Port format which is reflected here

failregex = SIP flood detected: IN=.* OUT= MAC=.* SRC=<HOST> DST=.*

ignoreregex =
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Tam Hapg cekumeit [asterisk-iptables] BctaBnaem cneaytouwee:

[dos-attack]

enabled = true

filter = dos-attack

action =iptables-allportsi[name=dos-attack, protocol=all]
sendmail-whois[name=DOS-ATTACKE, dest=test@gmail.com, sender=Fail2Ban]

logpath = /var/log/messages

maxretry =3

bantime =90

7.14 3awmTa OT CKAaHMPOBAHUA NOPTOB

1) YcTaHoBKa nakeTa
a) yum install gcc gcc-c++ make automake unzip zip xz kernel-devel-‘uname -r" iptables-devel
6) yum install perl-Text-CSV_XS

B) wget http://downloads.sourceforge.net/project/xtables-addons/Xtables-addons/1.37/xtables-addons-
1.37.tar.xz

r) tar xvf xtables-addons-1.37.tar.xz
A) cd xtables-addons-1.37/
e) ./configure

) make && make install

7.16 OTKnoueHmne samba

7.15 Ceptudpmkauma SSH

7.17 JononHuTenbHaA 3aLLMUTa

7.18 Utoru obecneueHna 6esonacHoOCTH
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8. Peanusayua gononHutenbHbix PyHKUMit Asterisk

8.1 KoHdepeHu-cBasb Asterisk

1. Hactpoiika confbridge.conf

n nocne pasgena [general] Hanuwem cnepytoulee:
[darkmaycalbridge]

type=bridge

max_members=20

mixing_interval=10

internal_sample_rate=auto

record_conference=yes

[generaluser]

type=user
music_on_hold_when_empty=yes
music_on_hold_class=default
announce_user_count_all=yes
announce_join_leave=yes
dsp_drop_silence=yes
denoise=yes

pin=456

[menu]

type=menu
*=playback_and_continue(conf-usermenu)
*1=toggle mute

1=toggle_mute

*2=leave_conference

2=leave_conference
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*4=decrease_listening_volume
4=decrease_listening_volume
*5=reset_listening_volume
5=reset_listening_volume
*6=increase_listening_volume
6=increase_listening_volume
*7=decrease_talking_volume
7=decrease_talking_volume
*8=reset_talking_volume
8=reset_talking_volume
*9=increase_talking_volume
9=increase_talking_volume
*0=no_op

O=no_op

2. Hactpoika extensions.conf

M B KOHeL, KOHTeKcTa [outcoling] Ao6aBmm CTpOuKy:

exten =>100,1,ConfBridge(1234,darkmaycalbridge,generaluser,menu)

3. Alob6asnsaem GpyHKLMUIO, MPU KOTOPOI KOHDEPEHUUA HEe HAUHETCA, NOKA He NpUAET eé nangep.

6) Tak e B ¢ann confbridge.conf no6aBnsaem HoBoro nonb3osBaTensa:
[adminuser]

type=user

music_on_hold_when_empty=yes

music_on_hold_class=default

announce_user_count_all=yes

announce_join_leave=yes

dsp_drop_silence=yes
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denoise=yes
marked=yes
admin=yes

pin=123

B) [lobaBnsiem HOBOE MeHIO ANA afiAMUHUCTPaTOPa (c bonee pacliMpeHHbIMU GYHKLUMAMM BO3MOXKHOCTU

3aKpbITUA KOHPEPEHL MU U KMKA APYTUX Y4aCTHUKOB)
[admin_menu]

type=menu

*=playback_and_continue(conf-adminmenu)

*1=toggle_mute

1=toggle_mute

*2=admin_toggle conference_lock ; only applied to admin users
2=admin_toggle conference_lock ; only applied to admin users
*3=admin_kick_last ; only applied to admin users
3=admin_kick_last ; only applied to admin users
*4=decrease_listening_volume

4=decrease_listening_volume

*6=increase_listening_volume

6=increase_listening_volume

*7=decrease_talking_volume

7=decrease_talking_volume

*8=no_op

8=no_op

*9=increase_talking_volume

9=increase_talking_volume
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4. Pycupuuymnpyem

CKayaem A3bIKOBOM NAKET M pacnakyem ero:

wget http://downloads.asterisk.org/pub/telephony/sounds/asterisk-core-sounds-ru-alaw-current.tar.gz

tar xfz asterisk-core-sounds-ru-alaw-current.tar.gz

5. 3anucu KoHdpepeHuwii

8.2 NapKoBKa BbI30OBOB

B camblli KOHel, KoHTeKcTa [outcoling] Hanuwem:
exten =>900,1,Park()
exten => 9XX,1,ParkedCall(S{EXTEN})

exten => XXX, hint,park:S{EXTEN}@parkedcalls

8.3 Nepeappecauus 3s8oHKoB (FollowMe)

B camblii KoHel, ¢paiina Hanuwem:
[1001]
context => outcoling

number = 00000000000,40

To-ecTb Haxo4MM Tam CTPOYKU:

exten =>1,1,Dial(SIP/1001,10,m&t)

exten =>1,2,Voicemail(1001 @default)
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N MeHAem UX Ha

exten =>1,1,Answer()
exten =>1,2,Dial(SIP/1001,10,m&t)
exten =>1,3,FollowMe(1001)

exten => 1,4,Voicemail(1001 @default)

Becb KOHTEKCT [menu] BbirnaguT cnegyowmm obpasom:

[menu]

exten =>s,1,Set(fname=S{STRFTIME(S{EPOCH},,%Y%m%d%H%M)}-S{CALLERID(number)}-S{EXTEN})
exten =>s,2,MixMonitor(/var/www/html/callrecords/S{fnrame}.wav)
exten => s,3,Background(/var/lib/asterisk/moh/voicemenu/voicemenu)
exten =>1,1,Answer()

exten =>1,2,Dial(SIP/1001,10,m&t)

exten => 1,3,FollowMe(1001)

exten =>1,4,Voicemail(1001 @default)

exten => 2,1,Dial(SIP/1002,30,m&t)

exten => 2,2,Voicemail(1002 @default)

exten => 3,1,ConfBridge(1234,darkmaycalbridge,adminuser,menu)
exten => s,4,Wait(5)

exten =>s,5,Dial(SIP/1001&SIP/1002,30,t&m)

exten => s,6,Goto(autoanswer,s,1)

[outcoling]
exten =>_1001,1,Answer()
exten => 1001,n,Dial(SIP/1001,10,t&m)

exten =>_1001,n,FollowMe(1001)
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8.4 Ouepeab 3Bo0HKOB. Co3aaem Call-ueHTp.

1. Hactpoiika ¢aina agents.conf

2. Hactpoiika daiina queues.conf

M B CaMblil KOHew, paiina nuwem:
[operators]

music = default

strategy = ringall

context = queue-out
autofill = yes
announce-position = limit
wrapuptime=50
announce-frequency = 30
announce-holdtime = yes
joinempty = yes

member => Agent/1001

member => Agent/1002

4. NMposepsaem paboTty cuctembl.

5. Tenepb paccmoTpum 60onee NoAPO6GHO CTPOUKMU, KOTOPbIe Mbl NOHANUCaNU B KOHUrax.

8.5 Paborta Asterisk B 3aBUCMMOCTM OT AHA HeAEeNU U BpeMeHU CYTOK

B aTtom daiine Hallgem KOHTEKCT [incoming] 1 3aMeHUM ero coaeprKMMoe CieayoWnNM:
exten => X.,1,GotolfTime(00:00-23:59|sat-sun | *| *?workinghours,s,1)

exten => _X.,2,GotolfTime(18:00-09:00 | mon-fri| * | *?workinghours,s,1)

exten => _X.,3,Goto(menu,s,1)
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6) Mocne KoHTeKcTa incoming 406aBMM HOBbIN KOHTEKCT workinghours co cnegyowmm CoAepKUMbIM:

[workinghours]
exten =>s,1,Background(/var/lib/asterisk/moh/worktime/workingtime)
exten =>s,2,Set(fname=S{STRFTIME(S{EPOCH},,%Y%m%d%H%M)}-S{CALLERID(number)}-S{EXTEN})

exten =>s,3,Record(/var/www/html/voicemail/${fname}.wav,0,8,X)

exten =>s,4,Hangup

9. 3aKknouyeHue
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